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R T EITRNEEUNRSAFPSHENSERAM, SN2 RIFHE
REWEEEN, MMEERAREENARIRE. TBEEEEREEUT=
i

21/ 72

W ORBEIRERAT 2022, {RE—INF.



HONOR

1) EEIRE

BRI BERENBERIPIIRFIEFERFSHEERS([E,. BEIWHE
X H TR EISRNELEEE. ARSI
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KBIEHNIRETHR Token BRRVBEERKL OTA IkS=s, OTA IRS=%
IHREERARARES T LIREHRIN, S TRANEEHTERH
REGIRE, REENBIRZ TR, BURTAREY, ISR SEX
HROAEEERT, THEBIEATsETERRINRATR, BLiREEMXE.

MagicOS EHIAMASLEH T, ARAEHGEENEHR LYNNRE
T, LUER MagicOS RetZett. BRREHEFRZEMINFRER, B

1A https://www.hihonor.com/cn/support/bulletin/

iiRmiRIBFI AR

Rzttt =7 REEN (KASLR)

ERBERREF, | LIRE— M ERNERRBEEIEIE, KASLR
(Kernel Address Space Layout Randomization) RiZitziitZsia BRI
A LA SRR IR R AR TRt B M m e, IRIBHIERIR
FFNEeNATREN AR, MMHEIERER SRR RGN At E A —
B, IEREI AR, ARERNEHERRE, A TES
Rz e,

ISIUEHEELE (PAN) /ASBUERHIITEELE (PXN)
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HONOR

MagicOS 375 ARMv8 g9 PAN (Privileged Access Never) #1 PXN

(Privileged execute never) ZL[HIFRARIFRZ, BIERZIGIAHFSTE
EHEFIHRIT AP ERMEE,

ERLH ARG D ER, REEBSENRRERRIER o #IEEH
WRIEEEIEET, (FRIERNGEETRAFSESIFNEUELSE, 2RI
XREIEER. PAN SRR LET AR A BRSEEE, XMWHETASHE
1k,

AR RN A, WEEBRTENRLERIZERNESEEN
REYRIEIEST, EEIERAFSRIRIIE, HiBEE RS AR AR IERY
#147. PXN HSABELE T AEERITRASAE, XMIGET/ASHEL.

{=hliRe2E CFI

ROP(Return Oriented Programming)f] JOP(Jump Oriented
Programming) 2iBEdEFREEEFEHIREE LRI EEFNAB AR
—MIEFER. REEBIEHSXEAE RSN G T,

TSI ROP/JOP WEME G AT AR FimR kB =N FHRIREL
1T, ELETERIMHITIRE., CFlEARBITRINEIMIGESRIAEHRE
BESRERTSEES, LAZERE ROP/JOP T, WIRIENEFREFRAEREN
B1Th, WERREFRNT. RE CFl OALKREEFRAERER, EENE
REUEET, (ECA™EREAIHEXARNBEITEE, XEEREERESEF
A FRREE S ENNEME.
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MagicOS A CLANG CFl &P, PA/BTI & AKLIERE ROP/JOP

G %

EBNTESSTZRNFINGE, DISABRIERIS AN, BLEEESY
BEERHESAEAE;

PRiFRR SFFHHERI LA LTO(Link time optimization), LASKIS722EAY
ERFATE, NARES NERIED XRIFrE GiZER B,

SFRETRTIIERRIER, B EYRIFRI(ERE(cross-DSO), 5= 1A%
RREBEIAN MO BRIER, RRRE B iSRRI S
B, MIEMRRRPERES

AERFCREREIRABEHTHRE, BT EHRERMESuREE;

PA (Pointer Authentication) / BTl (Branch Target Identification) 2
E #4087 ROP/JOP WTHEMEEE, PAfHEEHAITERERSE, RiIE
TIEETHUTEME, BTl S XIRRE BRI B T TIRS, (RIE T DL EREY

ot

“iE: PA/BTI INREMKENS HHE(, (NESDT M LR,

SEmbIA AR

MagicOS 37#5 SELinux 45tE, S&&IhE=HRIBEIRE BT INEEIR
FENR, TEHEISEN. ZFENRAEHEnaER. Xt RETRS
RERIRSCHESR I AREE, IEA root SRR HEHFZSCIERETINEE (root
capabilities) RUEHILRES], PHICEEHER. BRARIPHIEHEREER
HE, ERTEENIHEN R FERNEREIE— N RESeEN, BHE
L EN ARSI EM L £/,
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MagicOS EIRTt37#F seccomp %tt, EFRIESHRFHRIRNISIH,
XS BN I TERES R RV AR SRR TIRG, #n SN A e FReUaY
RABANRFENCE.

SIAILE

HRESGAAY

MagicOS RILEEFIEN. JCFIRFITTESORBIBES], P TURIIRBIRE
B ORBIR, BHfhR) Br—2. FRNRSRIEFZEGEERARIRA,
B/ EEMEHRIERESELGA, BER MEMEHRIERICFIE00R
e

MagicOS RIFESORBI R SHELREN T :

Android TEE(TrustZone)
43! 4 FRETA N
BOUL B
L 4 B AURAR
oy |< D 3}
SensoriKkz)
- —

MagicOS TEESUERESH TEE 2 ARV ZEBE, B EEBIRERE
EfE#%] TEE 1, REE UFIEIREY. MagicOS IEXEHRERRE. FHHE
BN, EAMGIN, LTSRS 2 TEE B, BT TrustZone #{TR 2R
&, REEAUESUERRRASRREMAVAEAEIIAEERESHRE, FERIigsEl
HEEN =
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ESUFIEEUEEBY TEE NReFEHTEE, RASEEIENEELHT

SUEINEMSRBMRIP. MBI R R INE IS IR R, MIERFRYE
SEHEASMEE. INBBE =S NALZRINEESENE, ARG EsEUEE
tH TEE. MagicOS A HE RS E iR A XS E i EI B TIRERAMERINB
FEN TR,

MagicOS RIFESORBISIFIENEIG, ERFDE TR ERESOR
BIESHEIR 50K, MITE 30 ARAEEHITIESURR]. RIS TAFRESIR
BIRTLUEEHEIR 1008, ARHIE 30 MAREHTIESORA!. WNSRELIRBIESL
KW 20 %, NS RARSIR S,

IEBCRER ISR, FIEANEFARFIETEFIMRRESF DR
RN, (ERNFEEIEERXEER,

PHNFEIRE, EERESCRIRAENNSMDIRBIRER, RFEE
BERZTICUEE, SpRA 72 /NRAREREBH N ESIE R
NERSREEE, LMEIEAFICIZ, M CEBINEEERARL.

ABSRE*

MagicOS 2t 2D ABIRA. 3D ARRBIFFMARIRBIEES], FREAYR
BREFBLRERABIEA, BE 3D AKEHRNREATLUER 3D A
RRBISIR, 3D ABSRBISAIRBIER, BafeeIERT 2D ABSRBIRA.,
3D ARBRBIRAA T (F15R.

MagicOS B ARIRBILSIELZEENT
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Android TEE(TrustZone)
57 / NKEARATA \
N ) b
— A | s s
INTCIE N >
‘Z4=Camera
IR
Camerafli 55 \ AZ /
Y

MagicOS TEEELA TEE Z MR 2iEE, ARBGERETRSE
{53 TEE o, REE ISR, MagicOS XY AMEEREE. 1HE.
SEOIGT, SHTLRISANESSTE TEE th, EF TrustZone $HTZLIEE, 4h
I ARIERR S ARISAT RRATATERSEIR, FERAREIER
=

NRAHESIRET TEE NRLTMETNE, RASEENEDEETA
B AR TR ISR IR, ST AR EIAE A B AR
8, IRERPI AR ESERSMEE, JNRE=5 R A3 KEE A RIS
#iE, ARG ARSSEREIEEN TEE, MagicOS A IR AGEUREE
RN AR SIE R ES S D B IE RS IE R LIMEREN R,

MagicOS B ABRIRBISTHEF RN, P ERARREIESSEE 5
R, MIREBHT ARG, SN EERRSE,

ST AR AOTERSR S SRlERE. o 13 BR0JLE, ARIRBISERT
AR, BAEEERIESORBIEERSIAILL,
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EERARRBREENNSDIRBIRER, BARAREERSZICHEE

B

13, SEIERA 72 NSAREREEEMNERIZERBFEANZDEN, LUE
InsERFICZ, BRAORICEBNSERRARE.
YE: 3D ABSIRBITHRE(RAER DM L32Hs.
BRI e ORIV mLE, BPEREPIRANARK. E50RR
FUERANEMETS, ETE0RIRGE—ZRLURRZEFEE P RT

RYBRIE RS TINR R TN

HiERE

AETEEEIA MagicOS NEIREZ £, MagicOS FINHRFD AR
FEOXMABAPPX, R XREZBSAFPSXES, SENALRLE,
RIS TEEERF o XAEEE, RERHET IURIEERINETIB RIUREE
il BREINENAERIEEE LA, M TRPOXAXELIE, MagicOS 2
T DIFEREP. REZTREFERS. BRREE. REBIREHE
RAEFNSHEHENRZ 2T, REERMEEHER. FiY, MagicOS 33
RARERETREBRERERS (HUKS) RUHESREEN, HENAFAE
RZERFHENABRERSHFLES, FLErERERINE RPN ATV
=,

B A= HEE
SEIBIBAIZAE (HUKS, Honor Universal Keystore) 2 MagicOS &

FrepET JCA/JCE ZEMSEMAVE R SIE R EER RS, RIMNARM KeyStore &
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W ORBEIRERAT 2022, {RE—INF.



HONOR

Crypto %[ APl, BEZREIE, WiR/ARIFRINERERE, IEBEEEFEE,

HUKS 12t 7 E TR FIEBRNRESEEAILLRES, mimiRSELUBITIES
TNERIAG R, XREFHTEIRMALE, SEYRALESS, HUKS AJLAASZAT M
FRiRf# TEE RERAINEREFSATHERS .

HUKS EIRIZENIEBFIETE TEE MBS, FraZiRatE T E—%
1A T AES_256_GCM INZE{RIF. Z$RE(ERRT, 1€ TEE R5ChRE HEIAIAN
B TEIENEEITE, ZREXAKE TEE RS, INEEILESE TEE (R
.

HUKS XJZ2 AR ARSCiEF=A&RYihaNESl, EZHEMES, HUKS iR T
FARI UID (User ID, MIFRERBRSESE) . 2. 88%F5MHER. NA
{EFAZSERY, HUKS SeXIR NS M ER TG, RBLEA SR A
F.

HUKS Z5EREYIRBITIRE RS ARIR IS IR R,
HUKS SAEMIRBIE RS SV R AR 2R A0 S HRAE.

HUKS 12 TEIRAIE (Key Attestation) IfgE. REEFRS, FENE
BREBANE—HNRFZIES, TEEIMET, HUKS FIRREERRIEBRINA

HEAEREHABES (FUREIERET)
TPM ZHEH

PC i L, HUKS BIgEHETF Windows K% TPM mJ{EEHSE, HIEBSC
Wy BEEHERE. $RERP. MTR/ARITRINEREZ. IEBEEMRBALES
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Thee. T HUKS, MagicOS MAFFRETTLUHTSENE. IERIES
HAETERINARE B ARTTEA.

HUKS @it 7 ETFEHHRERRID RO KXETERE . WERERM T ™S8
RyGENESl, ARE windows FAF. RRENSHEBEERE, BERBREG1E
—&4A (HUK) 3ZF3 AES 256 GCM EGEINERRIP, ZIEEIRES TPM (£
P, B HUK INfRZSS2TE TPM IEB5ERk, Xt windows SMEAREIN, LUK
kB RFENEZ LI E.

HUKS REURIRIFINRERM T —H—% (BEF HUK) fI—3&—% (&F
GID) W SESEIRINZERES]. MBI ERAENSMD, WINER
FHIEIR RERRE RSB RE R,

HUKS RIXIFR/AEXIFRINZERRZ TIRERR (M 7 BT = 2SN E A
Hi%k, BIEXTRAY AES I0fE=E. HMAC IGE, JFEXIFRAY RSA/ECC BRIBE.
EiRh e

BUFEIRIRIF

MagicOS RHEEEE 6 (UEF (BUA) . BEE 4 ¥z, FEEMER (K
THT 4) HFEiRGERTERIFER. BRRENFERRE, RTER
RTINS, TRENNHRFINZERRIE. XEREREEEZRNIR
&/, mRENFEBERT, RN EEERIPRIETE.
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MagicOS JRFRIZIEBMAERG, BLEMEEIREE=NR AR,

Pt IR K. SAPNERRKERK. FHRENEZ, E®RE=
IHATEEGRIRRNESER.

MEFERETIREE—ERE HUKRIF, ERAFPEIE. EXHiFED, 5
Z ORI SFERE TR, XEDFEIERILIERERE TEE SRS
17. XEWRERNZNRERIIRENIRE LHT, EAEEEE=NER
RIERT, MNRKLEEFERREIRN=E 6 (EFNFRREEN, =i
FTEESEE N 8 FEATE. BME TEE LUMIRSER THRIR, thalLURIEM
FEBASEREIR DB,

MNTF R LT EFE ORI, SFETIZS A XS FEZBIEIE
HHTIRIPIEE, SIRERRINREDREIG (EEamRE=inamit
) RS0 AT, REERRIEEYE, EMTEMNEPRIE
EREFAEENREFHE T R PIRNEIE AR TERIRE, XIS4T
EHITHE, NMRLEAFERE.

RN RIF
Xinnz
MagicOS RIEETIHRINEINGE, I FRRRBIINE S R GRS
INAREES|ZE, KA AES256 BERY XTS 1R SCIEUEFAEINE (R,
NFEAFHIELZSMMABALE, MagicOS IRt T AT/ IMARINAER:
1) BPREREINESSR: NMARARBIZEERRIFL R, WSS EPINE
$ERISREH (Class Keys) SHFZIEXEK, AP SFEBMREE—
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HIAHEENRIP. 1Z2REURREEE MagicOS IREFEIR RS A =iAE. BT

HEINESAPUFEREXREK, NRTICEBSIENIREANEIRETERE
%, ENAFEBRIPTEN, ERMETrEEED.

2) REMESE: ZXMIPHRETEERESTNRASREWERETX,
5 DE JERIPRIESIRTIRE— LHBEEIAEE), WMEE, @ih. 5%, 1%
RERHPIRBE—ZRRIP, SUFEBLX.

scrypt (" Password
Password Key

Storage
Controller Key

XN RRIP
KR HIRRLFEIRSS
—EN FSAMEIESE/IMEEMRRIETE, tCINAFERITALRERE, X
REERERANURASTEEEN. XERTReFHIRS IIXEEER %

RIP, FERSEUEIFRBRT I H.

WERIPRVERE X iR EE—2 AR N AS M HERRP, HENEEE
FTEAREMNEPTHT, INEHENERAETERRE. NANREEXH
AES_256_CCM REIVIIELRIF, WEEH AES_256_CBC HRIUIIERIF.

KERT LIRS IR T PSRRI
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- BREEE: XERTYHREEE, URAPTRFENAKS. EBAT TR

ERNERHREERMAS
o AERERE: INERREESSH, BERNAERREMRSHIFEIE. 5l APP
EIEIRSSEE, {8 TOKEN SIERIE REAILE.
KERREFHRSSNETEIRENNANES. 88, URRFENZ
R ECHY ID HERHITRES, LAWIERN FAXHZEHRANEIENER, MRIEER
£,

TR

BEAREH IRERE, FAMREARMR R IR CAYEEE,
ATREER, FEESHREIEIATT I, SECEERFIERIY IR
TEBIER, TLIREEE.

MagicOS RIIRE L IRE, IFRIFEEURERILSEIR. BIIEYIEFE
RRRIXAS, HTESIERF, THERELIERR. BREHERE 058E:
1, FRAFISBEER R TIEHFRIKE, BEBRIFAPIRERE. K

HIEHMIESS, W NIST SPB00-88 3K,

EIRIRIEFE

BEENREckNE, SHNRAERBTEAFSNER, RISICRAPSE
MIEZRSRIIENBERT A&, ERREAELISNAERKAER (BFPR\ER)
RF, RSTLUSAR. MRESHINFEEXRIX, ERPERNARERR
furE Rl LABSIEZe A I EUE
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EIRICAEIEN A ZRERINEREFRISRRREZH, LIEEEXH
A5ty SQlite HUEERIFZZISEIL, ERHRICTERAEHRINEZETAESE
BIMRIGFEREN "B SUREDINENE LS TINERP, MEEEA
AES_256_CCM; XIMNAINNEEEETASE TEE fRIF, DNEE/AFEZAIRIREETE TEE A

,—

17

SRR RIG AR TFRYIK P 22 RS R A LABE T 5e AV T e S RFEE RS
IRISFERIZRIBLR MR B [AINEEE ((NESHF PKIIERRIRIEIR S Z IR A
EIRICAERTRZREN) | RRTERTLUEE PC &MBSTER—FR& i ik
£ PC MRFRINNZEE.

FHREIEPERNZRIRICFEEURET AES 256 CBC BUAZ TN

¥

7, IEZREImERFAIE TEE MIERRIIRXITRES A TR RINEIRE, &
IRIEITAETE TEE ISRk, MAHAYSREINERERR TEE (RIF, IN&E/MEEIE
R7E REE fUHAT LA IS RIGAE SR e R IR FROERIEINAT

PC SPITERUEHRIEZIRIGAEEIEEIY AES_256_CBC AYFTZUHHTIN

E&

, IIEERETRImLEE—EH (HUK) JRE, IFNRELERE PCH
(RRiNESGIEN

M MagicOS 6.0 igAFFiR, ErRILIBE REGIKSHEREEEaIRL
FEME RGBSR, BREESWINE, HB ALK SRIEETIEE
B, RESTRIRINERAFENER, NMREERSHIINEEZEMT.

EREIESERIR, R A EIEN S BRI EN S
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ARk, HEALIRSRIEERAZNIREIREIX AR, TieRERTIEIREE

REFRIERERS SN,

ImEA= Ewiﬁﬁiﬁiﬁ};ﬁ'ﬂkﬂa@ﬂ

T T T T T T e
= I

zzgey O zzgex O |

BEEISERES BeSsmEEr |

N

WEEREET
FEAITEEA

NEZE

gEkaiEEr L
U=t snliets

l

[

|

|

|

|

|

|

| EEes BsEeE || eeme
| (i) =1

i i@%ﬁfﬁz i@»ﬁﬁﬁﬂz II |
|

| I !

| ﬁﬁ;ﬁl 1 NE ——) 5

1 |

| T | l I v

| WS =4 f s —

| e I

| R Pme |

| IBLEEEES FaEwEE )

e e i — i — o — —— ——— —— — . o e e et e

AETERER MagicOS ENARERFBXINEZEEH. BTNAERF

RTEMERE, PRI EE T EE
P2
£XBE,
AlE, MagicOS Bt T BENAREMRTIE
ITINERIRE:

ERRFST M. REEURBRINTASIEEZE AN

TEEEIEIN A, WSRAEARS, W

LES

 WNIITRTLTS E R AL

« MAREMER, BINAEEREE, WRFAER APP TR

B, N,
NSRBI HXIBE 3T i THREE,

W ORBEmBRAT 2022, {RE

RTINS (A0mEs

 EREEHHTE) |
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o NAETMER, BINAEDE. BITHAERP. KERAFIHHFERL

RRFERNESIEA AR EN RAERIZE, ERMAFRYEETEE.

MRS T
MagicOS RATZEEEHAETESENNAER, NAKSZRIEN
FREFNZEUIRRNSIAYT, RATELENBERN, SXNASEHT
W, LMeENAEREEWERN, YTFRIEABSAINEERRE,
X FRATEERIN AR AR E RN R TR, R
TR FAEEWIE, RESHEARNAREFESHEEEZNMNAZ IRAITHR,
PURIEER RN R T R B RS & e P I E R .
MagicOS %3715 Android V1/V2/V3 =fi FBESZHAE:
« Android V1 &1, E2—ET JARBHBEHE. BT VI BBHE
MFR APK B9 ZIP Jo#E, 7E5#THY Android Rt EAREIN AR V1
B
« Android V2 &&=, £ Android 7.0 ZF5 I \H—FEXHSEHE,

3

BETEAINXS APK BIRZIRIFERDITRIRMEEN (81 ZIPOBR. BR
FERFMANNAHIERS) . NBBTINRIIEEEHEE T R
ik, (ERNAERLE V2 HITERE, 2F APKXXHEHIBA— APKE
BHR, V2 ERNERESDERSFREENAERLE V2 oiRA, 7
ERESMIEINEE R V2 &R iER V1 BR8N AR TIGIE.

 Android V3 &3, £ Android 9 lRAZ/E5INNERSZE, N

FRETRYCE:, (N FEREBEN AR A RIIETENEE R R,

37172
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Android V1/V2/V3 =ZfER RS, FHIERBIHFRERE.

MagicOS RETEX M A TEBWIEANTRETR, SRIER A API K5IE
B, URSEDHRPINER, FERGEEZIIE. NRNALL Android 11
(APl 25l 30) ABETRFEE, NRAXRERSELE v2 ESRAHITE
Zo

R REbAE

MagicOS fERMNADFHENE, BRETNRIETEIES, BBTNAZ
[EEERE, RIENAETIRE, RNNBEZEN, REENASE T
MWEFEER, NANEBRTEEREMNALE, mBEFRSEERE. BY
WHERBERAR, RPN ARG TSN BV,

R AT NAREFDE T E—RSDTRRAA ID (UID) , #EFT UID
HMENAYRE, WEmEEEREEInAES (DAC) | EHlipEES (MAC)
FEMARORIENEHAE, REINARESEINE. BiREF. FrERARIA
BN TEDEN, MRNAEREPEUMNMIER, FEEIRFIRHAIR
SEEEMNAINTRAvED, FRBUENIRT 885k, EiRENRAYIE
T, RESMEIENBEENITA.

HEREENNERER, FJUHEZRF ID, ZER—MNERTIUREREH
R,

SRHIIT S XT=FE

AT ILAFPEFthEEE SRS FHRDEERL, LL MagicOS 4.0

(Android APl ¢35l 29) RESMANBIRFERIMNAERARBR IR T
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TN ERFEERR D XIDANIR (B XEFE) . ST NAREERRINDE

=B LRRFESENNATRESR, RSN ARTEIZR T EREAIERIA
. NN ERAREREMNARE, RIEEELE.

N FIET THT R

RFETH, BEERETHEERNAFIILRENEREN, BRHER
MBS EERFASGEEEI, MagicOS it zsah BhEHt
(ASLR). R&tEF=H (Seccomp),

ASLR ZHIIEE N KiEHRRFANZ SRR, Bidxg, %,
HEFESTE LM X B ROREHL, BN EE TN B OIS, FELETY
EEEMNERBME, KSREIERHTENEN. BEREEENERTR
AERIREE,

Seccomp HHIRT AR A RT HUTRORZBRASER, XYTFIEHE
SEERNEGARNTREIES, TJAXEE LIRS RARAFER R
HRETIIIE,

Rz

RIFESMRI R AN OB TP, B LER AR AYRSRAS SRt A ST,
MagicOS FFEET “RE>%e>NAM" FSRAgEe, REN A
PSRRI A, NAMEEHTEE, SN AR ArHT
SMINE CNEAREIESSE. B8 AKE) , INDBESEZ RIFER, #
PNERIBSFA. SRFASHRIPRINA, KRE, ERAREESHIRTIGE
EREBH IR, FOLERSRA R,

39/ 72
W ORBEIRERAT 2022, {RE—INF.



HONOR
LA

ERPRAZBIZSET, MagicOS IREZEMAINEE. FTHZERmAL
g8, ERFBAEREN, SEIREZEBANZE. LRERNEIEERNE
HNEERS BRI, REBNERKBREIICIZINEE, IKERMINR, s
RPIER. ReEBNEENRRELEERFRSE=TNAEF, BERAFN
EEHMARE,

HE: BONASERBCHRNBNEHTERRA, ZER TR2BNELS

£

WEER

B=IIARAMERNATEFERERE, NE=5EE NERNARBESIA
TEEEL. MagicOS RFERRN AR IFRENAXRREEEE, BABR
T, BREARTREB=IIARNKRONA. ENAPRERIANZEIRE,
LA RA BRI,

MagicOS ZFNE I FIFTHIRSS|ZE, BT ENBRLENNARET
s, XSRS ERNBKMRESERRITLN, BRAFRELICES
BXRY, EPRENS AN ARRSFENK. WEERS|IE N AREENFE
aRiiaE, —BERITRSNA, SYRAFRENEES, FHEREH

XIeEs i A TR,
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RS SI=E
TR SRSERE. WRSHRERS S, MEYRr RS,

MagicOS Rt TR S=iRBIThEE, BWIIXIMN AR TARHERATIFE, RBIR
W SN, ANEESEETAMTI=E, SIENAERT. i DR
ERE.

BAVEIR*

F{EMSVFIRE P REERIMIRAK. MagicOSIRAL T TRIRXIBLIR 5]
ME=ETRE, BENITRERIE. NA. MUBH TR, RBIFEFRXBEAYE
15, NFAFORILE, FrtiTi=giadaRe.

Ry =il o

MagicOS Rt T i {EE SN D FERD E PRI E M ULA S
DIgE, MRS NTIEREEE TETSRIMAINIL, EREUEEREEE B
IRBIHEETREEWLE, ERFERE SR, Sl —EEha
BRI, FHEEERF X,

IR I SIS Al

HHHE SO R AEENB MM ANSHINERFZ—, WIEEREE
— BB =S ARF RE S ESE IR SR ER, T KA
BERIRIONES, MagicOS IR T IRIERMEISIRIFTIAE, BRI =
RS, HEEIES.
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MagicOS R FEIBINFEEIRIHSEREIRAISIZE, ERBINIEIEEERS,

NHSFEER 2% 45 MagicOS RFEFIRERIBUAEEEFin, GRAEREEH
if/9 MagicOS BFRIRFREEEFin, NWARSEEEFina I RiEHBEERH
1TI0ERE, FXSRRETIZE, PPLEB=75E % inaki ARG IR
5. RMEXEEEEEERSH, WIHSRIEEASKRARINERN, HeM
RTiEREE,

1 WESC)NRENETEXES R SHI M LRE.

B SBELE

IREFIERMERS, FERATERERIE, SNEEERRTERYL

i, IR TIREBE. REEEMEHEIRIT RN Z 2.

VPN
#id VPN, AFaLERAMEEREZBCNZETANEME, H#HiTR
EREHEER. MagicOS XRFLIT VPN thFRAIES:
1. PPTP, 3#% MS-CHAPV2 Z53% RSA SecurlD #{THFIAE. 355
MPPE /025
2. L2TP/IPSec, z# MS-CHAPV2 573, PSK =248, IFHIAIE
3. Sx#F IKEv2/IPSec, itt===%4A. RSAIEH, ECDSAEF. EAP-

MSCHAPv2 & EAP-TLS #/TAIE
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4. 3% IPSec Xauth PSK #£Z=%4H, IPSec Xauth RSA IEFHIAIE, IPSec

Hybrid RSA iEHBiIAIE

MagicOS #5LAT VPN Ihge:

FXERAETIERAENMNG, 1T KEEIHER VPN BEEmANHE K
IEEMLEFEE VPN EE,

StEF AR PRI E VPN, SEFEHEbEEST VPN i,

SCRHAZYTF VPN, APAEEERINEEAREF I VPN LUSFHR
.

XFERBERIREEE (MDM) RS EEENREZEASERA VPN

TIRE, RIFELRNRVEIERE.

TLS

IREFETLS v1.0,1.1,1.2,1.3, TLS B—FLethil, TEAEBERMEE
EReMTRBMERE, NAEMYEEERIIEITE TLS iz £, TLS il
SREENFBEERENSMIANENZRNE. MARMUESENETEEEY
TLS Y ATERSAINE, MMRIEBERFAZEME,

IRREASRTE TLS iEEEH TLS 1.3, #8EL TLS1.2, TLS1.3 BF it
etz et (kR T HESSFIRMERNEE. )  TLIS1.3 IEEHATBEE
X, AEEEATLS1.3 F, SXHNINEEHSREREERNG, BRBK
IHENSEERRT.
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FTeeBEMNEE*

MagicOS 335 WPA/WPA2 PSK, WPA3(ER57=mR374%), 802.1x EAP,
WAPI EEFAE S TR BZ £ R BIF KA IR,

AT ERIREWIRER, NNEXIAFRFARRIF, EREEE WLAN NEZ
A, MagicOS iREZiIEMZEAHEAEIA MAC HlE, .

JEREE WLAN PI4ERT, 1B MAC teibERE (R T 5
1, KT TRES). APNSREEERME, BaFaEsERIRS
MAC b TR,

FIRTIRE RS FF WLAN aige, BUABR FEXAR, SAPFERER

AHIZREINB WLAN ZEMEFRINFE AT sewAREFA, SEMEFER
FALAREUE, TIReta IS RIBRAM BN S FRAFREA, MagicOS 21t
X WLAN BN RRIRBMENS (22, XIEERRY WLAN #Tiall, —BARI
MR AF WLAN V2 e MG, PRI T NARCE, #iRA
FH WLAN &R 2,

S AIRE(NEFEMX AR AT,

aLyaE=Sr

RNED FEIEENELABREABFPIENBNER, SEeRRAIE
S, 1FRERESE, MUTETHRFERREE, EESIEMBFIIMR
K. MagicOS RS R RBIEUEINRE, BT GSM/LTE (hEGRIEAFIE
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TR SEUHELANR IE R B B SEUHERIItLE I, B4R
BNIRBIHAOsEYS (LTE hBubANRANRER DS R Easds) . RERTF
RFEBREERIRAEY, BEShRENETENEERF LS
SRR, ERIEEREAESHERHEN/NX,

ME: R ERE RN E X BT,
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IREERLE
7T TMAFRIEERR S NEE ZANR ST, RERIERE A

BIFfAE, EMRSEMREBZEELIEERR, FREBERIHEEXRRRE,
rELeEREE, LMAFSENZ2EE.
IREZEREEXRREERBE—REKS MagicOS IR ZERIAERERLL

B MagicOS iRe&# loT IRBZ BV AV ER RS,

[FA—5EIKS MagicOS IR EIKLZE

MagicOS NERE—REKSHIRFEKRHIRFINERS. &
MagicOS IR BEERIKSEHSERMRHEATARXMFAZERNBMHINA,
FRRECRSRPFIBEGEQBHTAL. IANBEEZRIE—REKS TR
&, AERFERISHERANEFFTREENSH AR, WAREAER
7. i, ETXOSHNSHLFAERY, E—REKSHIREE AR TE
PEFRYZEBERE. MERSETIFAKS THEMRSBLEEIIA
UEEEY,

F—RiBiS MagicOS igFEMIRSS

B RE—REKSHIREIANERS R SHFERE—RIEKS MagicOS
IRFIARIAEEN, WRFI. PR, PCHFRE. MagicOS ig&E LrAI{EHM
RSB, BYMMMIERF—RERSHEMIRE D AIHEITEDIALE, Fi
R EERIRTEE .
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SAPERISEZEEKS TREMIRE, SET LARAEREEMIR

5, SERE—RIEKS TRIRESANLSSIEERNE, RSEHERAVETEGHR
ERISTAR RN LRI,

BEXRASRETERRTE
BETANREIOTIREFEEAMFEENIKRS, RE-NLEET KL
loTIRBHIRRM L EINIEFNALRSS . BT RET AU ENEEMIRERE—E
tH, FEAAES-GCM-256FANEERFRFIREER, SHRPBoENRE
RIKSIHR LEERE ., BT ANRECZABEETTLS1.2RIE
TEMN, WINERERIAED RIS R AR E Rl S5 HEHI T X
&, RESNF—MNoTiREDEE—TIFER, FH{EMRAES-GCM-2568

IR RE LERIREBNERHIREMR K SRR,

loT IRBEELE

MagicOS Bl SIFREZE EERFEIKSHIRE (NERFHFRSE) 5
MagicOS g% (FHl. FhF) HRZRNRIEERR, AEESEEXR
MiREE, BERLSMNERRE, TUAPSIRREIRINEER.

MagicOS &= Hh loT WS BHBiRA

MagicOS #EAREH loT RESESERFBNBDITR, FAARE
loT EIRVSEFERIRE, ZIFRRAT MagicOS 1R%ES loT IR&ZENAMELANE

5. SRBEMNERSHBIRSTIREIFAEIL, 1oT WSBHIRRERF
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TR AFASAXS (EJ25519 AFAEXY) ; BEAXITE MagicOS iRBHNZE

INRAERK, FATHEASIASH TEE,

loT iR BHBIRIA

loT IREBREMEZERIREZMHIFR, FA%S MagicOS iR&FiB(E. 1z51D
MRRERE IR AFATEXS (Ed25519 AFATARXT) ; loT REFATAARE loT
RE, REBRRELIRE, SEBEXIMRAAX.

FARBHIRRRTAF MagicOS 1285 loT RFENEZEEE: H
MagicOS 1855 loT IREIANEXS IR S BMRREIREINRE, BTLAH
TERhETRILEREEE,

IREE R RRSEHRE

MagicOS % loT IRFEZ A REEXRFRITRE, Lhr L2
MagicOS i loT WS BMHIRRF] loT IREFRISMHIHRRIIE,

ERYREVEERRINERES, APEFEERE MagicOS igg £, A loT
e LIRMA PIN 15: TFEE=ERIRE, 1% PIN BaiSEk, MFERs
BIRE, % PIN BBRIRELE] g, PIN BRI, sLAZE— AR
AJIERY 6 T, WAILAR— "4, BEfs, MagicOS ike&# loT ie&iE
{5F PAKE Y GEROAE ISIAZ RN EIERE, FHEWE E, RIFERIHR
B HTRRAITEEME.

£ MagicOS g £, ATHRIESEENRNAERARTER, XinhY
B RS RAFETE TEE M,

MagicOS i&&F5 loT IRFANEERE
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SEVOIEERFRAY MagicOS IR 5 loT IRFIAMTEREN, WHES

XBEER, ET I RSO AEEETNESRIEERNE, LI
IR S HSCE A EFPERIRE.

SRR PCF "Wi—Hl" . ZRMEZFWSS, EFIFIRERITA
FEfM, K. PAD ZEH=EuRER, AJIUBEE bidg e e iEE L s mAY
BEXRR, FERALNEEEINSERAHERAETEHITINE.

EFEERDINIE

HERE—REISH MagicOS g2 B TRIfEXRERE, WSLNA
EEREHIEEER, WEBEKiRA LB TR Z SIS IIE R E A
ZEORISEMRRENREE, RE35MNIEBE A HEHTEIEE
4.

BN ERFRE AN AEERFIIRN ARER, FEIUERIRIFER
RERIEREZEZFIANE, MITEEHAETSIMEREM T —MEFRRE
ERIEFTNESHNZEHEI. BREFRIRE ERAFIIRSHFEE
15, BERAEAE R, B S TR TR BRI ERBAIIER
tE, FeRXIHNERSDIRE,

IEFEINERIRZ 2

HEIRRAENIRSS I, B SSEKRRE (UTERRSR)  AFER
AR EENEFINFEBRESET IR EEE S A PBKDF2 REHER
HEEEASHITIAS (TEE) . EEEBNERNE G, RIS ERRIRE
(UTEREFin) REITIEANERN, RSmET DREREMRSIRATAR
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MHREFmRERSHAHE. EBAH. REENE, BREZF AL

FRBImLERIMFEELE, RFRESHEFEA PBKDF2 BiXIRERER, 7+
HETFIWEREREFRATAEY, BETFEFRABIIRSHABINEHSEE
B, FAEEBIEHMACER, LR — M ETHEERERIGIES, FHrRAR
FimRIEEZFiRath. BEWIHS; RFIRETEFinatBBfIRSmFATEI
BHSIEER, AERLESEZANERIGEDH TR, NRIeED, N
IR Finia AR SR E R 2 ERIIRS B MR EE. RSIRILITIAER
EFImREIALE, RiEHSIEERES HMAC E58, ME—NIRETHE
EERTERIIERS, BERSERPIDNEERERET ESDSAER, 25
FRASERRE CCM RV TR AES IIEINEERERMESR, ARRE ik
RIEHBEIEBMIAEERNEN, ERimERNEHNSERRRR S
IS, BRAFPSEZERENEER, FRAESEAPWIBAEER, MR LA
BMEIERASERR, NIAIEEREREM, ENEIGIETERK. LA LFTS RASEE
S AEHITIMNG (TEE) Sh5erk, RSinEEHEIWAESE], AT
R ASIR DN E A FR 2 MEINE,

NEIRSY

FEEEERWSHE T AR THERAEN, RPEEREERNRE
e, NIERBINEEIHE, ERREFEREEERRSHEZSRAIEN
B {RIPIERIRRAGR.

SisEFR LERAEREE. BRENEFNERESARNERBIEEIIR
RIS, MREEFIWE, NENREFREERFVKREBIRRRATE
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BFEHER. MREARFIWIE, NEEEKRARR, BAERFES

==

SEEZERNRE (F. FRE) SERTRERSHEFILFR
MERBITIEERHR, SREFINHIRANARE R ERZ2EREISEEEN
HitRimi g CINEFME, $UEAeLiEmm, SEREEKS. XATE
IRBITHEEREF L LMBR A RBRIE—BER S, BiIHESMRZIENK
STEEERRE LINEFERHARER.

BT IR ARE FERRERKSHRIRE Z A TIZINE
EaiFE, REASRERNEEE, A EERIR,

RS2t
AETEEEIASE MagicOS M FHRSHZ E/F. MTHE=71
SATRA, NIRRT TSN ARITERI, MagicOS IR (IR
RURRBERIFERERRIE S IR £.

RIS
REKSERTILEMERERS. YTRFMS, REREKSHE
£, PIERERNEARRRE+DEE., ATIAMX—BR, REEKRERRK

BZEDH 8 NFAHBEER, 88X, NSFRMEFTIIATR 3 FhA
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£, BEREENERINER. FIMNAEME, BRRLIBTRINE SR
MIRRAFS (BB&RKN 321FF) | ILEBRREENRE.

ERPREEAENR, REESRABFPAEERE, BFMIEEE
M. Blan, BREKREEY, BEETNRE LEAREKSER. IERER
&, RESTETRAPUENHRERSER. B, RERAT SRS
EFRRIFAFKF. XEEREEFZNERMNENEREZERIREL, RiF
R B E R EWERS I TIRE!, AR ERRIBERIEH S eI ges/ iz
PZEMRIEEIFHER LR,

WEIAE

WEINERIKSRIFRESE, BHREIREKSERERE.

BTKSHRF, EREREEBIENZEEREFTENIVEKS. BR
RIS, FRABRIRERIHE., eI RKERIZEERFN
StiaiR AL, WIHEY, FRRMEENRE. XMEEERE T REKS
AR (ERSRIER SIS CRIBENL. RIBERTS) Ret.

BERALZEINIE

MRAFESROEKSIHIET TR, THEEOEKSERR, &2
AIEE SRR SHERF S EL AR (A, AR BT EEEH
IFRTEFISIE, #ifiit, ZEFHSEREH AL,

IS K=

REKSERRE iR EmEHXBRBIFITEESD, SKSHEM.
TR, ESKE., RIFFIREHSTENEHF. BEKSESRIAMENIR

52 1 72

W ORBEIRERAT 2022, {RE—INF.



HONOR

BNSERE, SASMAMET, FESTHRAN. NFISEAREK

S%E, HEEIRISRBKSHIING, WRAPEFSERE.
iREEFR*
#ixeg OOBE (iR, FAFRIEAEERNEKSHITRBHITHEER,
MERFSEVYRENAZBEEE, MERFHIT-RIINLESHRARE
SHRYSE, WSZET HTTPS MUEBE T RIKSIRE ERAIMIEFHITIK

SER, LU THERENKSHEZER.

RECEIERL

REZ= (HnCloud) REEUERZIRS, SIFmRDR, BEAFEST
Baiimx e LRSEE, REAFPEIEAEXR.

BRIEEHM. xR, BREA. BBRKRAE. WLAN FNRERRES
SDK #HTin=BiERY . ERREEETRIIRIEIREIIZELNRHITES, =
MISIIEERHT RINZLEE, FLL HMACSHA256 &2, MRS
TE

NTERNENE, ERPHTRSZEI, RECRAIBNRIREET
TLS1.2 YRIInEEE, FEdHERSZREEENERIEER, £H
AES-GCM-256 EiEINEREILRIEHWELE. RESEETRFPPE—
RPER, FERZERSEERTINEANERT, BRERHENERISE
AHITR2NE, WSERSEY KMS REEREAINZIRE

IEREEE (BiEER, MAT) EASENE—REIEEER, K
MHALIERS, B RETES SRR ERIRENN A S REYEFERAT
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NZSIR, BHEELS LAY, #REZRERITIFERINZERERER, T

{REARAE T HEHAE ZERRIIGR ESIAERINE N, mNlER

HUKS IMEIRHAYIEXIFREZTRINE TFE1A.

FREEHZ2E

FRERSFERETSHEMHER, BT=1rHAEENERmREL
¥ EHES APP IR FBEES.

BMERREFTINEENRY APP BEERETTAB RS i APP (5
B, 155 APP HIE—TRRAFRERIEBEXNER, ThitMEEfESE, 7
& RIS FHINEE I XI RARBRSBAERT Scope,

iUFFEEIELR R EIRFZ S RILEN APP FIE—IRRFFAIE RIEBIEX
58, RINSREe=75 APP iESXXRRIFMEENREEAE HIBRINREER,
RIE T FIIBE DA A,

BigE & Buait

MagicOS @it 7 EIREINRE. WMBHIFREFI. FIRNEERTHE,
AERFEEKIREEN
(https://cloud.hihonor.com/findmydevice/wapFindPhone) & "Z#i&
&' APP B EXLANRE. UTREASBHEERERRSE. RIFIREPEIE
T2, RIPTARARE:
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RS EtE R RREAEMNE. SREEMN. [REEMNER

o LRV ERER.

BIeE: TCRBEDLTHESIRMEL, REWBIURKEEREN
R,

KYILIEERS: TheEFER, MFRNS TRERIENFERAEEXRL, B
RABIRIRE RERAL

AR ERERERIIEINRERES, ERRESEHRTE
FREXRRENBIEE, EELEK.

EXREN REFEEEMEAHENBRERNTS, R LERESM
BRREEIE, Bl EiRVE, L&EEEEN. R, & RERBRERRRA
=5, MEERREANS.

SIM Rn8: HAZRKEINERIRGIRE LAY SIM RETINSHE(E, I8l
SIM RIEANRMIREHESREIIFERNEE A A ERA.

BRREURIRME: REBWELRE, FEEE (BFER) BHUKAM
bR, BIREUERENEESIREHITEN, REERIFIEEIRERSE
fa.

ISk MagicOS iR R# T iR B ELEHITIRE. EERTERENFIN, &
FRFRIREAENINE, EREBZRMANEAFP T ESERENE, REE
HEEFERAFEREKS A REHITEN NS, WRIREEEENAIAR
TEAEERIRE, RERENRE,
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IRFALEI AT LABT DR, SHNREREFRERS, BFALL

EEERIRFEERENDIFDRMERAIEN. SFERIETE, REtE
RS ERARERSEEAERAENER, HFEEImH TR FHRT
.

ME: BINERERSHFILIIRE.

BN

EHfRETFIWIIFRIRE, RHIEERIERRICR. ShiE
£, REFENRFPEGTRERS, RIFBPEENEMAZEERNEIEE
RAVEA,

BETMagicOSIRIMtIEUELR 288, EEEHLE IR ERITIMERHAY
RENERES, R URIFBPEHEREEER IR ImI S BRI
UEFHNRE,

EMEHERINFTEIEERE, HERTeEmEE (TLS1.2R0E
LZEMN) | FEEME, SERAPCASEN, EERBRINEEAX
FRHAT ORINEFIE RS, BRAP N ASIEE SRR A WETEA]
58

BPE LR ERREIFENALEE, HERAES 256 GCMEX
HATINE RN, ZRSBEKMSREEREHINEIINZRERE, LEBERRR
PAEIEEE. ERERRE.

twsh, BETREKSIREEREZ SN, AREYLIBTERER
=, ER—REKS TSRS L2 REEELE B R REUE.
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SAFERIFFICY

SAFRIPRO ST RN ABRHE— MR NS ERE. S RIPHOXIN
NRISAFRM AR T8 B LRE A B 75 & BN ;XS 52 (3 25 A
HNR N AR B TR E LA R R O AR N BRI MM A S A
MBERIXBG; RS ZRIPRISUI RN AEE TN RRSN SRIETER
ENSHITIRULER, RERFPINVFSIRE.

iR EIE API*

XA BN ABAFE T NBINREETE (MDM) NARTRESCI
IR EFAURIRECE. MiniEH RSB EEEINRE, =58 MagicOS mIfgt 7 &t
X FoRER IR BHNIREEIE SDK,

NFEUBHDAEZFFAEIEEER API, MagicOS IBIERBAIA K
BTN, EWEFETRIEREETE AP BIERIFIN.

MESFEEZHNNARAE, FEABANEERREEEER, A&
EFRR APK &S EETIFIERfE, H APK AJESRIEIReE LIERRUT
8] APl [,

FPZEREIREEIIERA APK Y, MagicOS RFESMRITHHIRISIE
B, BEIREEE, APK ZA8BRIEIFENIR, IEPRIGAIERED, APKIEAR
BERENIR, BAREXNREEE APl 2X8FHiHZeRE, LALRIE
FERENRE,

St (NPEXMASE.
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FEFALRIF

AEDEEER MagicOS JSSRFERARIRIF. EREIRETAEFER

FRIBSRAEGRE, 0. BRRA. 5. BAE. ATHRIFAFPIYEFA, MagicOS
BRMERNNAZEAERAMEIENRK, RIFRENAINRERE. BAE

B RE/ZRERE. MERSEELR 7 BERFADIICREFRMEERE, 1
Hb, MagicOS MR BIRRATHARMED B FRFAMRIFIRATFE, #H—F

RIFAFRI T ABSFA,

NIREE
MagicOS RFERM T RRIZEHF, SEIFEBRGIN FERLIEER

Y APl MR, BUABR T, NMAERKEHRIETIIR, BRI ENhER
T ERIZRIP APl BUEIR, R 7TIXE API FIRIFENZS, NIRENAER
LRNEITRENAEFEK, HRAPRERFEAET. MagicOS siFAH
X B2 AN FARE AT ERIBHIN BRI TR RS, AJSRIRTF / BRI
EMUR. SIREHEREEEINIREERAE:

FEIE

g5

EIHR

BIAICR

R

NERER

=5,
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=)3]
NIRRT

ic2=sevn|

e

RIZFAS

(BRI

Bl RERES T

MagicOS 5.0 XM FEERERERAENL. Z5eX. (ERRAT, muRRM

"SERAARAI S f "ARERARSIT EATREREEE]. SR
TENPRAT, WISRAFEE "RAANARST |, BPERNAR, NAHE
pEAET. ZR=X. UEEERINIR, SNARIIRERS, NARBHEEN
EFENL. ZZRX. EERINR. RAFIEE "NRERSTE IS
o, WNAEARRXNEZEITREEAA, SIEAXIMANER, SN EREIEaE
ELIEE1TE, WRXEFINRSERERSZRW, TRERESIR, FEEHHMA
FAFERIEIFAY,

BEFATHIENCER

BERERmRENARHIRAIURR, 8N RARERITIEE AR
K. RRSATSCIFEERITNEERS, NARGEERFRSE TR
D8, HPARZ5RFRFAETIRXAISIR. BERFER T NARRESIR
[, REBEMER. WEH, SEERD N A EREIR LR
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FoRANRIIEIR TR SRR P EEAAEERITORE, RIERERFAMESH, tBE
BRACREIE,

MagicOS 5.0 XM SR ABUREERI T AR FTEBSICR FAARER.
BEAER. IHEEFIEOEREER. & "RE>R" £RE, FBnhn
V&, B, =5X, REAMFEERESES TOP 5 (N, HERFPRET
FRFSRAEORA N FDRIRRYAIEN., FIRRSTRM 7iRARET A, N AR
=MEENRTNE, HERFAS M MHEEERFALRICR.

MagicOS 6.0 XIM e EdRAT ASEIAR EANCR. ERFATLE
ICRPIEFHEEEAES NE R, S50, SIEMIAIIREEY, BN AR
FHROBEEN, . (ESUNRIFRIURMR(ERITIER. B RAISISU R =73 M
FEMBRES, REEIGMIBRAYSE 2o E I El R RbgF A BRI A P LARIF FBF
HERTRE.

RE/REIRE

AT BT E N RET R IRE S TR X/ AR R, FERPAAEEY
BRTHITRE/RE, MagicOS 12t T RERIGIREENRE, SN BEFER
ZRNEERGLN, RASEBENIRERFANAIEEERERNESEE
&k, BPRIZIERA, SPEEIZNARAESEIZN AN REER
H. APEAILIRERRPIRERE, KAEERS/RERIMNA.
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EMRSS

MagicOS FEIREFRM—IMEMIRSHITFR, EEXRAEMRSE, KE
RgKi4) GPS/WLAN/B: 7/ Eub(ERRITRRENLRE, #IIRKEARPIILERE
B, RIFRFPRERARE.

RN AFEBEEMRSIABMNERR, NAFTERBUERERR,
RPALIREN RIS, RERERTMANEEENR (5L, AKX
BTV, (NERRREIRIF. i) . BAFER XAXIETRE |
p AAEIEETERE R e — BRI ARN RS R GRML, N AR TiZEIRE
VEER, SAPIRE "mErir  WNAERESETLERRVERER
SRR "Bl |, NNAREREEIERER.

SAPIEEREZRN, RERNZINAEREHRENERSR, SEE
JENREAFREERTREHE, BTNARERASIREE—X.

MagicOS 5.0 fEASHR(UEFHEIR A ERVER £, IRA—S R R ISR
UEINRE. AR EAN ARE R SIREIZN AR EERBEMERER,
BEMBERE, TZREAFRRAE, PR EEHEMIBER.

EVLSENIS NS

EHEERFNNERETS, BWRERSFE—LEEENER, iR
ROlEER. EBiE. ERFE, EEER. NMERAFRFAERITE, J5EGRA
BEH 15 DHRIZATSWEENER. SNAIENEMRASE, REEd
iSRRI P N FRYISEEA T 9.
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IRBIRRTHAR

ERGHETRETD, HFEAE—IIPERER. RiE MagicOS 1T
MEERRTAFERNE—IRRT. MNAREARNZSERESERRT.
XTI R BIRSRAN.

{ERRIE

MagicOS #RRFFRIERE D =M, mRTHR FRUWERERLR, HERIRERRY
MBS -

RIRAZ% 1D (XBREANAEER, HEfttNATTESE,

RFA4H ID: aIt—BEXNARRE, flIiNE—NAFAEFANZTAE
RZF3

RN ID: At EIRE EFANARE.

EEHSIHAMN

BEMMRFAMEN TR EGER. R REREA, AP
KEREAIXBEHES. NAEHLENSEFNEETRTT, BEEEHEFR
RiE), iR HERERXB,

AT BN BT IRERTT A TIER, MagicOS ZIEE=7FNA
SRENIRBHPRAMIREITRRAF, a0 IMEL, SN, MAC,

MagicOS HRRFAREIE:

IDRE | IDRMR | ERAGRMERE | EREI HEM
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BEHRRAF | UUID ANV AXERETL | SRERE | BEA—K
RS ER | ER—METL | ERTER

£ uulib

FFID | Honor D | 55215 ID, AT | CIRSRIBIKS | SSsoMEiK

RERRSEE | BHERK SHIMER

Z 53 FSFA

BEEEERANREA R MEUIRSHIATEHE, MagicOS JAFRH
TEEWHERS (YOYO&Z) . HIMSAFRMERRE, TRIERFH
BT HICR, LNEERNWERFRS AR, RIISBEEDRFARA, T
IS AP RSFARRIF. BIIXAFHE HERRI N ASIEFRINEIERS,
B RImAFRAMAFELEUE. =imdkERIRINGEsE, B KIREEE
RE, UEEHAREAITRER, LSFHEESWRSREG, RiNAE
MRS MAGR, XEIBFRRARIPEN.
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E7RTRS FEt&SHT
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MagicOS 7.0, BfiIETF YOYO ENFH) "SHEIX" INRERHEDIEFA
tRiF, BRI LA

1. NAEEEINE: "SHIER" DESRERFRBINARSEE (FS
13, RIBRES, BRFEHISE) MARSREARRIIIEERIE (AWFAT
FBiE, RER, EFINEFNE) , ATHERE, minFRIERH
RUTOREIREE. TE LHRIZEUERT, FHSXAFIEERFICRINE, (F54
EOF=RE, TARNEBIEZRATXSD, MTABERFEMN (177570
JiR) BREITIRIP.

2. [FIEFEE: inEEREAFARRFPIIIIEEFCR, FENXEHTE

P TREE, RAMEELGE, SEEREXERIRHARPISESRENX
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ARBINRERFRIIGENR, HBEMSE N AGEINE TS EFIX 5 ;

MXERIHEREHAT YOYO il -SFIEIART Al BIA A HSUH.

3. RFATRE: NADEREE, SARERLASREENRR, ST

NERVEGEIL, LUBMRAN AR ZRIEE. X8, SUREINMANER

[ERATRE. FERABURMERMS, ARSIV, SUREINMAYDER

K, Rz, [EAIESERIA, SUEIRIADER/N, Bk, BRRE

ESEHIRURGNER. 2R), BRXENEGERR, MEHMEX

MR, YOYO #N-EHER, S5IFKFE, BFAFE Epsilon =

4,

4. BFRA: PASIESZREISm, SARIBSE CREME, BIEEAR

SRE=ZNREREBREREFRETA, HEHENTA () ER28Y

HEE, MESRMAMETFRFIMISZR, MBEBIRAFR, RETDE

ERAIEIREIIIRT AZE.

[T RS, ERIFBFRFARRAFR LR T EDIRF, EEEEFD
23, RESHUENET TEETIETES—RIINIRAR, RRABEXLR
AREIRBRER, SESARNNBHRIINE, EEERFEARIFAIRTE
T, APRIREEIARTRISGH.

FERABCRAEA
MagicOS RGP EEMAFABIREE, EATESHRIRETAR
BTEENHA, BILZIMERBFIUSERMBSRSER, BTEMERR
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FABGESEHTAR, TBIAE MESUETER MagicOS KRATRIRIORFAR BRI
HHEE,

BRFABCRAEREIES%:  https://www.hihonor.com/privacy-

policy/worldwide/

g

FEFEEUAFPNREZEMEAAZE, MagicOS IRINEET A .
BERAZENANREIRRSRIFEEN] . EFCREHHEERILE R ShIEEE
1, KITRERMESNR2ESRIFINITEMRE, FIEREMAPRIGFR
LK,

EREREHRSENRRN, REFEENREREIREENER,
LA e m AN 288, FERY 7 & INT 2Nl 0

(Security Response Center, SRC) , HAOFREAFRIIZEM. HILM

FEFmEERENERSENA, JUUBILA T OERERRE:
security@hihonor.com, FREZREN NN HONEESKERENITEINS
EEUSEIRR, RITERREREES, FHTAMREIEMEXINT &
1, REERSEHEGERRERENEE.
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fElg1EZR/Acronyms and Abbreviations

TEES
ERvE S| T EFR X LR
2D Two Dimension -
3D Three Dimension =4
3DES Triple Data Encryption Standard =EHUEINETNE
AES Advanced Encryption Standard ERINE TN
Al Artificial Intelligence AT EgE
AP| Application Programming Interface | N 4-4miEiE0
APK Android application Package Android %6
ARM Advanced RISC Machines EREEESEITEEE
ASLR Address Space Layout PITFHEE BB AL AATL Y
Randomization
BLE Bluetooth Low Energy {RINFEIE S
BTI Branch Target Identification pa - =[an bl
BYOD Bring Your Own Device EwRECHNREDA
CA Certificate Authority IEBRH0
cc Common Criteria BRI
CE Credential Encryption EEnE
CFl Control Flow Integrity b ety
CNN Convolutional Neural Network LR ML
DE Device Encryption REINE
DEP Data Execution Prevention FAEHATIRIP
CMP Certificate Management Protocol IEREEMY
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DAC Discretionary Access Control BEiAaEs

DRM Digital Rights Management FFhRARIP

EAP Extensible Authentication Protocol | BI# RIAIEIMY

ECB Electronic Code Book FBEFIREH

ECC Elliptic Curve Cryptography MERMZRE

ECDSA Elliptic Curve Digital Signature MRS F SR EX
Algorithm

elD electronic IDentity BEFEMmiRR

EMM Enterprise Mobility Management T BhER

eMMC Embedded Eultimedia Card A ZIFARE

MagicOS MagicOS 51 MagicOS &%t

GP GlobalPlatform =SS HEL

GSM Global System for Mobile SEBIBERT
Communications

HKIP Honor Kernel Integrity Protection SRR SRR MR A =

HMAC Hash-based message I ESUNITE
Authentication Code

HOTA Honor Over The Air FREEHHR

HTEE Honor Trusted Execution FREREHITING
Environment

HUK Hardware Unique Key B IE—55H

HUKS Honor Universal Keystore RIEEAERERS

ID Identifier R

IMEI International Mobile Equipment EFRE R IRR
Identity

loT Internet of Things HIERM
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IPSec Internet Protocol Security RN ZZ 2 MY

IT Information Technology SEREA

JOP Jump Oriented Programming HEESARE

L2TP Layer Two Tunneling Protocol 5 2 ERREimY

LKM Loadable Kernel Module BIINEATZIER

LSM Linux Security Module Linux Z&f&Eth

LTE Long-Term Evolution KEREH

LTO Link Time Optimization SERZERTIUIL

MAC Mandatory Access Control sl

MAC Media Access Control EARAENTESH (MAC itk
RRgR A N\t )

MDM Mobile Device Management BomREEE

MPPE Microsoft Point-to-Point Encryption | {8&% s s iz Y

NFC Near Field Communication B TTE&IBERAN

NIST National Institute of Standards and | EEERINESHARTN

Technology

NPU Neural Processing Unit TR LRI IR ERTT

oS Operating System MRS

OTA Over The Air AR

P2P Peer to Peer RS

PA Pointer Authentication BEHAIE

PAN Privileged Access Never UET(ERIZE LR

PIN Personal Identification Number PMABHDIRBIEG

PKI Public Key Infrastructure NIRRT

POS Point of Sales HER
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PPTP Point-to-Point Tunneling Protocol | mZllsaRsEiMNY

PRNG Pseudo-Random Number BB kRS
Generator

PSK Pre-Shared Key Ft=24H

PXN Privileged Execute Never AR TER

REE Rich Execution Environment TEHRITINE

ROM Read-Only Memory Risfrhiges

ROP Return Oriented Programming REISFYRE

RSA Rivest Shamir Adleman RSA I=&;

RPMB Replay Protected Memory Block BERRIPFIEX

SCEP Simple Certificate Enrollment BB ERR Y
Protocol

SCP Secure Channel Protocol REIBEIY

SD Secure Digital Memory Card REHFFER

SDK Software Development Kit REFRTES

SELinux Security-Enhanced Linux 18R Linux

SFS Secure File System RENHER

SHA Secure Hash Algorithm REBGIEEL

SN Serial Number F5IS

SOTER Standard Of auThentication with BSUSRUNIEFFRA S
fingERprint

SRC Security Response Center e b RrEIHRIFL)

SSL Security Sockets Layer HotEE

TA Trusted Application A=K

TEE Trusted Execution Environment AEHITING

TLS Transport Layer Security ERET MY
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TSM Trusted Service Manager SRS EE
TUI Trusted User Interface Bl{EFRFRE
uDID Unique Device Identifier IREME—ARRAT
uID User Identifier FIFSHRRR
uuID Universally Unique Identifier 18 FAME— AR AT
VM Virtual Machine REHARTL
VPN Virtual Private Network REHAE IR
WAPI WLAN Authentication and Privacy | Fo&k B4 BIFIRZERT
Infrastructure &
WEP Wired Equivalent Privacy BEEMINE
WLAN Wireless Local Area Network w5 A E
WPA Wi-Fi Protected Access Wi-Fi {RiFi5(a]
WPS Wi-Fi Protected Setup Wi-Fi (fPig &
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2021-08-12 | ¥ItARRA

2022-03-08 | MagicOS 6.0MRAZEHT

2022-11-18 | MagicOS 7.0MRAEHT
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